Bret McDanel

Sacramento, CA

bret@mcdanel.com
916-613-4883

JOB OBJECTIVE

Seeking a position where I can apply my experience in data security, be an asset to the company I work for and learn new skills.

SUMMARY OF QUALIFICATIONS

Years of Experience: 12 years data security, 12 years IP network administration, 12 years UNIX administration, 12 years C, 12 years UNIX shell scripting, 7 years JAVA, 6 years SQL, 5 years PERL

Firewalls: Cisco PIX, Firewall-1, Nokia VPN Appliance, Livingston Morningstar

Network Equipment: Cisco switches and routers (700-12000 series), Livingston/Lucent Terminal Servers, US Robotics/3com Total Control Chassis

Software: SAP, Apache, JServ, JSSI, Sendmail, Postfix, MySQL, Oracle, ChiliSoft ASP Server, Veritas High Availability, Veritas Filesystem, WebSphere, nmap, nessus, multiple internet security scanners, Public Key Infrastructure PKI, ciscoworks, cisco security agent

Operating Systems: SunOS 4.x, SunOS 5.x/Solaris, Linux (Redhat, Debian, Slackware), Windows 3.x/95/98/NT4/XP/2000/2003, HPUX, FreeBSD, AIX, Irix

Platforms: Sun (Ultra, Ultra Enterprise, Sparc), HP PA-RISC, IBM RS/6000, Intel IA32/X86, SGI

Programming Languages: C, Java, JSP, ASP, PHP, ksh, bourne shell, csh, Perl, IA32/X86 assembly, Sparc Assembly, ADA, Fortran

Programming Interfaces: SQL, WML, XML, HTML, SNMP, PAM, FTP, SMTP, HTTP, Java Beans, J2ME, J2EE

Related Experience: Managed multiple teams of people

Other Activities: Contributed to security and firewall forums since 1994, contributed to various open source projects, such as WU-FTP and the Linux Kernel for several years.  Ham radio operator.  Published author on security topics.

EDUCATION

1991-1994
BS Computer Information Systems – Scientific Programming

Drew University, NJ

1994
Sun Microsystems SA185

Solaris System Administration

EXPERIENCE
4/2002-Present
DECAFBAD

Contract software development and security work.  Tasks included incident response and recovery, reviewing others source code for security weaknesses, writing security fixes for insecure code, and task automation.

Researching security threats that are not primarily internet based, such as bluetooth, GSM and other wireless weaknesses, and defeating biometric scanners.

Much of this work requires designing software and custom hardware  doing a variety of tasks, linux kernel modules, userspace applications, as well as enhancing existing software, DSP processing, and telephony related software.



8/2001-4/2002
Contract Developer

Hummingbird Hill

Created and maintained a new JAVA based e-commerce web presence.  Designed and installed the network and systems to conduct online sales.  Software included shipping tracking, inventory, sales tracking for both online sales as well as physical sales.

Reviewed software and system configurations for potential security issues.



6/2001-8/2001
Contract Developer

Cymer Inc.

Create new programs, and maintain existing software, which interfaced with legacy hardware, gathering statistics via intelligent agents, parsing and storing the data so that it may be viewed in an HTML GUI interface.

Installed and maintained Solaris and Linux systems, Oracle 8i, tomcat (JSP engine), and Apache.

Reviewed software and system configurations for potential security issues.



2/2000-6/2001
Director of Operations

Penguin Palace, Inc.

Maintained and installed systems and network equipment.  Performed analysis of intrusion attempts to determine the source as well as the extent of any security violations.  Performed security audits to determine weaknesses in systems and network configurations.  Review of source code to identify potential security issues.  Developed and enforced security policies.  Designed large scale networks for customers.

Managed the development group responsible for creating customer web sites, ensuring that tasks were completed in the prearranged time frames, and were compliant with the defined operating parameters.

Software development for web applications, including portal sites, network apps such as a realtime cellphone chat application. JAVA Servlet development replacing ASP applications to improve performance.

7/1998-2/2000
Sr. Network Engineer

Tornado Development, Inc.

Designed, installed and maintained new data center for a unified messaging company.  Network topology included voice and data links to provide one account with access to voicemail, email, faxing, paging, sms, and VoIP functionality.

Negotiated with vendors to supply voice and data circuits as well as other telephony services such as bulk purchases of toll free numbers.

Performed security audits of both the internet-connected devices as well as the telephony-connected devices.  Developed a security policy, and created processes to implement and enforce those policies.  

Managed a team of network administrators.  Developed tracking software to ensure that uptime was at least 99.999%.  Developed software to track average cost per transaction, cost per customer, and other usage statistics.

9/1997–7/1998
Administrator/Developer

Realistic Technologies, Inc.

Maintained and installed systems and network equipment.  Developed, and implemented enforcement of, security policies.  Performed analysis of intrusion attempts to determine the source as well as the extent of any security violations.  Performed security audits to determine weaknesses in systems and network configurations.  Review of source code to identify potential security issues.

Software development included Y2K code review, tools to assist in testing Y2K patches, language conversion tools, rewrite of some of the library functions on multiple UNIX variants for a product to create a Y2K compliance testing system.



12/1996-9/1997
Administrator/Developer

Global Telecom, Inc.

Maintained systems and networks for a regional Internet Service Provider.  Conducted security audits, and developed procedures for responding to security violations.  Developed a security policy and implemented enforcement of that policy. Automated many activities for both the operations team as well as the sales team.

Created a monitoring system to identify problems with system and network components to help get them fixed with the smallest amount of downtime.



6/1993–12/1996
Administrator/Developer

Realistic Technologies, Inc.

Maintained and installed systems and network equipment.  Performed analysis of intrusion attempts to determine the source as well as the extent of any security violations.  Performed security audits to determine weaknesses in systems and network configurations.  Review of source code to identify potential security issues.

Software development of Internet applications, network monitoring, security scanners (network and host based), and CGI development.

